AP Computer Science Principles	Name: ______________________
Cracking a Substitution Cipher

When cracking a substitution cipher, it helps to know the relative frequencies of the letters in the English alphabet. The 26 letters can be placed into five groups in terms of frequency, from most to least common:

Group 1: E
Group 2: T, A, O, I, N, S, H, R
Group 3: D, L
Group 4: C, M, U, W, F, G, Y, P, B
Group 5: V, K, J, X, Q, Z

Consider also the frequent digraphs (letter pairs) and trigraphs (letter triples):

Digraphs: th, er, on, an, re, he, in, ed, nd, ha, at, en, es, of, or, nt, ea, ti, to, it, st, io, le, is, ou, ar, as, de, rt, ve, hi

Trigraphs: the, and, tha, ent, ion, tio, for, nde, has, nce, edt, tis, oft, sth, men, his

Suppose you receive the following ciphertext (broken into groups of five letters for readability):

YIFQF MZRWQ FYVEC FMDZP CVMRZ WNMDZ

VEJBT XCDDU MJNDI FEFMD ZCDMQ ZKCEY

FCJMY RNCWJ CSZRE XCHZU NMXZN

ZUCDR JXYYS MRTME YIFZW DYVZV

YFZUM RZCRW NZDZJ JXZWG CHSMR

NMDHN CMFQC HZJMX JZWIE JYUCF WDJNZ DIR

Count the most frequent letters:

Z (20), M (16), C (15), D (13), F (11), J (11), R (10), Y (10), N (9)

Assume that the most frequent letter (Z) corresponds to e. In addition, we can assume the remaining most frequent letters most likely map to some combination of Group 2.

What about the most frequent digraphs?

DZ (4), ZW (4), NZ (3), ZU (3), RZ (2), HZ (2), XZ (2), FZ (2), ZR (2), ZV (2), ZC (2), ZD (2)

Observe that ZW occurs four times, while WZ does not occur. This suggests that W forms the second half of a common digraph but is relatively uncommon overall. Let’s say W = d.
In addition, observe that DZ occurs four times and ZD twice; looking at the digraphs suggests D is either r, s, or t.

As far as trigrams, we have one occurrence of ZRW; since we have assumed Z = e and W = d, we have e_d. The only letter that makes sense is n, so let R = n.

Using our three assumptions, we now have the following:

----- -end- ----- ---e- ---n ed---

e---- ----- ----- ----- -e--- -e---

----- -n--d ---en ----e ----e

-e--- n---- --n-- ----e d---e

---e- -ne-n d-e-e ---ed ----- 

n---- ----- --e-- --ed- ----- -d--- e--n

What now? We see that NZ occurs three times while ZN does not occur; again sticking with our assumption that Z = e and looking at the common digraphs, let’s say N = h. This gives us the string neCndhe; since and is the second-most common trigraph, we can assume C = a.

Now, look at M, the second-most common letter. We have RNM = nh-; since the “nh” construction is uncommon, h likely starts a word. Thus, M is likely a vowel. We have already used a and e; we see that the next most common digraph starting with h is hi, so let M = i.

We now have the following:

----- iend- ----a -i-e- a-in edhi-

e---- --a-- -i-h- ----i -ea-i -e-a-

--a-i -nhad -a-en --a-e -hi-e

he-a- n---- -in-i ----e d---e

---e- inean dhe-e ---ed ----i

nhi-- hai-- a-e-i --ed- ----a -d--h e--n

What about the other common letters? D, F, J, and Y are currently unassigned. Let’s go to the other Group 2 vowel, o. We saw earlier D is likely r, s, or t, and we saw that C = a and M = i. Notice that both CFM and CJM are present in the ciphertext; as aoi is unlikely, by process of elimination, Y = o. In addition, observe that we have the string NMD (hi-); as his is the most common hi- trigraph, let D = s.

o---- iend- -o--a -ise- a-in edhis

e---- --as s-i-hs ----i seasi -e-a-

o-a-i onhad -a-en --a-e -hi-e

he-as n--oo -in-i -o--e dso-e

-o-e- inean dhese ---ed -a--i

nhis- hai-- a-e-i --ed- --o-a -ds-h es-n

At this point, start looking at the known strings and looking for words. For instance, if we assume -hai- is chair, H = c and F = r; thus, by process of elimination, J = t.

o-r-r iend- ro--a rise- a-in edhis

e--t- --as s-iths -r-ri seasi -e-a-

orati onhad ta-en --ace -hi-e

he-as nt-oo -in-i -o-re dso-e

-ore- inean dhese tt-ed -ac-i

nhisc hair- aceti -ted- -to-a rdsth es-n

Keep going: -riend is probably “friend,” so Q = f; to-ards is probably “towards,” so U = w; “towards the s-n” is probably “towards the sun,” so I = u.

ourfr iendf ro--a rise- a-in edhis

e--t- --as swiths ur-ri seasi fe-a-

orati onhad ta-en --ace whi-e

hewas nt-oo -in-i -oure dso-e

-orew inean dhese tt-ed -ac-i

nhisc hairf aceti -tedu -towa rdsth esun

“Our friend fro-” = “our friend from,” so V = m; “whi-e he wasn’t” = “while he wasn’t,” so X = l.

ourfr iendf rom-a rise- amin edhis

em-t- -las swiths ur-ri seasi fe-a-

orati onhad ta-en -lace while

hewas ntloo -in-i -oure dsome

morew inean dhese ttled -ac-i

nhisc hairf aceti ltedu -towa rdsth esun

“Face tilted u- towards the sun” = “Face tilted up towards the sun,” so E = p.

ourfr iendf rompa rise- amin edhis

empt- -las swiths urpri seasi fe-ap

orati onhad ta-en place while

hewas ntloo -in-i poure dsome

morew inean dhese ttled -ac-i

nhisc hairf aceti ltedu ptowa rdsth esun


our friend from paris examined his empty glass with surprise as if evaporation had taken place while he wasn’t looking. i poured some more wine and he settled back in his chair, face tilted up towards the sun.
